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Abstract: With the research on malware modeling in wireless sensor network is immature, this paper proposed the malware
propagation model with the nodes’ diversity based on the 2D cellular automata. Tt introduced the wireless channel MAC mech-
anism and the factor of the adjacent communication range into this model. Also depicted the impact of nodes’ diversity on the
malware spreading over the wireless sensor network. The analysis and simulation indicate that nodes’ diversity of the large
scale WSN and wireless channel MAC mechanism make the important influence on the spread of the malware and reduce the
propagation speed. Compared with the traditional spreading model, this model can more accurately describe the dynamic be-

haviour of the malware propagation over the WSN, and produces the research foundation for security defense on WSN.
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