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Abstract: In order to analyze the influence of security incidents on a network system and accurately evaluate system security,
this paper proposed a new network security situation awareness model based on multi-heterogeneous sensors. Firstly, by using
improved DS fusion rules and combining with AHP algorithm, it fused security data submitted from different sources. Second-
ly, to deal with the potential missing report problem, it performed global fusion using predefined security policy so as to get the
current security situation of the whole network. The evaluation of a simulated network indicates that this approach is suitable

for real network environment, and the evaluation result is precise and efficient.
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