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Research advances on technology of Internet of things in medical domain
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(1. School of Computer & Information, Hefei University of Technology, Hefei 230009, China; 2. School of Medical Information Technology,
Anhui University of Traditional Chinese Medicine , Hefei 230031, China)

Abstract: This paper investigated the status quo of applying the technology of Internet of things (IoT) to medical domain de-
tailedly, such as drug, telemonitoring, medical informatization and the management of medical equipments. Furthermore, also
analysed the current research works through introducing the concept of IoT in medical care, medicine based on loT and IoT in
health care. Finally, presented the unsolved key problems of IoT in medical domain for further research, including the system
criterion of loT in medical domain, the problems related to electronic medical record, the data safety and privacy protection for
patients and so on.

Key words: Internet of things(IoT) ; RFID; WSN; medicine

Ell 1 Bk H AR 7E B 77 s Bz A 3K

il

I IO A BRI | IR 9 5 B I3 £ I 2 I O 5
P P URCEE AR B A, 48 B0 4% R AL B A, ISR
S RFID %58 LTAMEI 8 A BRE L 5 55 O 1 28 6 Fh
e I RS A R TR — N E R BBk
JIFA BRI 05 DO 2% HE A 3, LA R 52 1T L [ B S s f
WIRHEATIR O SRR WAl R A RIS, I I FH i
W2 0 R REACE B RE R ST IR R B AR I B
Y Tl 5 A Shik ks R AR ol JE B R e 4
oI A 5 R 45 S 22 40, 2 ) T 4% U BURT Ak A AR
FUTZ B, RS T A |, W e I A A A R
IR G5, — B A2 R 6 HAR | i 45 1 R G
T TE T R AL 7E A B2 Y7 S —Fe3m B,
NG T A RGeS, G REID B & T
ZEBOIEEOR | 576 RN [ 75 B 7 SRR et g
FE T TR A PO0-B AR 7 B 4 1 [ N A1 7 B R 5
RBUBFF RIS 5 50T

KB 2011-06-22; fEEIHH#E. 2011-07-25

WV B AR A 7 A 114 7 P LT 2k B % 40 ek 1) 454
T, X B F M2 AR G AR R R P B T B
1 BE B 2k, AR P74 RS 7 R0 00 W g I A B A%
ey il S LA I3 T A28
1.1 ZEZ5mus R A

1) 7524 i i = B g

H 24 S i ol it v 3 AR A O T () B a ) T
JE FEI AR AR AR I S B 24 28 B A B AR Z TR A 5 b) Tt
R (R B IO AR T 33 2o R v £ B 2 A T
RFID bR, I LA R 25 |92 2 i A EE B 24 S A A G 5
[F) ] A AEH 1) 451 P15 X6 24 il 7 (N R R, R AT A e 245
R TP ) AR AL TR R R T B, BT R AR Sk
[2 ~5 ] #RA T T T B¢ Do AR 17 245 & 3 30 g FH AR
B 1 s, RBRRTE S 388 57 F5 (1 “ EPCGlobal ™ 4 Bt M 4844,
IR TAERRRAN T 2 r 7R 25 5 A 72 58 iU, W A6 24
FA-E EPC bR 19 RFID #7285, BbRZE vl s 25 iy A4E 7= H

HEEWH. BE A AAFAL TR A (60873195,61070220) ; & F F A+ A4

B3R B (20090111110002) ; Z#H & 5 F A A & 8 R4 A2 £ KA 8 (ZD200905)

TEERN . ME1981-) , &, AN, ZHPEFEHT SANEILRFHLARE ZZHAFTOAMHERNER LEE BB W% (fish-
stonehfutl006@ 163. com) ; B TH (1967-) , B , & AEA, #3% M F ML T 2R T OADKEMER o F XIEHE K THEE L, kKb
(1974-) , % 3107 LB A, EZHR T A ADFERE LLL FARXRLL S T FML 459k (1979-) , 0, TR FLoLE £ 2

R Ty e AR R R A BB W %A oA KAz ml AR



. 2 s M AR

%29 %

W1 AR AR S S AR RERETAYT R S RENS
ZEfRORE IR A AS R B SEA5 B . 7524 A i S A A A Y
EPC ARSI xt iy 24 M — R s, 424 & AR R B
2R, 5 1 24 Al A A R R A 7 SR B 24 EPC
ACADIE AT T ML R Ge i3 45 TP RI2F Savant ; Savant I EE
25 A5 B0 2 A EPC 7 BUIRS5%% EPCIS (4 [H] N, i
AT O 45 K5 24 A JEL TR 3 % 52 42 f BT R 55 7 ONS Hp, I3
1t ONS B 25 A DGR BG40 SRR IC 16 & PML, A i ——
XERIAY PML SCPEAEABTE PML IR 45 2% . PML iR #e i EE 2y
b A IAEAEZ R 25 A P BT 25 U SR . B
ONS Hi 55 #8011 1% 24 5 (8 EPC U655 PML AR 55 2% Hb kil AR UT
Bt A e 7E24 T AT — 2R, JGI 24 i A2 T8 X
HEIE R SE 24 i DS B 24 0 Sz R R U
H92% & EPC AR A%AL 4, Savant, Savant SEHELL KRS [ 7E ONS -
BT 5 B PML IR 55 25 (14 19 25 bk | 58 J5 AR
Z b hEAE PML R 5545 A i), (] SRA512% 25 il A G AR . )
IFi AT AR S SR B0 S BT PML I 55 2 EBOAR SIS

%ﬂw %“ﬁ(«w

RIEH E8
E:I 1 ZETF Y OB (24 i D008 PR ALY

2) 724 B O H Y Rz

RN AL GE 0 24 5 B D ARAFAETE 22 ANE i LA n] R LT
RFID ME—F 14 19 57 O J7 2, (0075 X6 0T 4% 4 100 25040 28 47
200 SERLEEAIE BN L, L B HASH Bk AR

%ﬂ(@m «o
(Rl ER W

NI TEA™ | DU (5 e i 22 4, EAh, o o] i s
B2 24 07 Ok SEIUEIE 19 2 A5 i, IO A% NS
R B 72 il B ME— R i A A S IR T4 . BE RS
R A LR R i3 3 A UE O A B R RV #7254
24 (AR D ALAE 7 Al W — S5 1) HICH) R S R T e B A Y
PR B A B AR A SR A, AR A e
BRI 4RI T — A2 T REID M2 LB th R 40, bR T figid g 2}
vl 2 X6T 245 e A TE — R 25 R A SR A O R R
B2 A H AU B L A P RUR AT M | (W] B
245 7 S SO AR FE IR 24 it (4R T

3) TR A PP

YA P53 a) 2405 24 PR B R BE 24 B h N 2Y
i R0 b ) I PR s BE AP N B3 A 24 5 R TBORT R N I 245
i

2k 2 PR BE R 24 s v Y 24 it il ) RFID S AR 3L
Ao S I A I e 0 4% A 2 i 24 4 B R 24 WA
RFID #3455 AT LA SE R AR B At AR TR] A7 S 20

Bk HH PR IE] 25 )l 2 A R R R A AR L LU
Ly IEAT O RAEAH O A TR . R 2 P N B IR
2y, i TREREZ I A R 2, A R MER I =F 1L
B e, TAER AR E R, JF H— B RS R A e
SR 10] 423 T —A 51 A RFID £ AR 1Y Intelligent Medicine
Dispensing Cabinet, SZjiili ik RFID #4725 i« =&/ (—
A, 2T UG TAERPAT AR 7 S S B 24 75) Ui ) 1E6 1 432
BT EERBIZG 0 A SR B R A28 05 AR T
B RFID B B gefs dEAT FROCRL A s =, S 25 e 25 )
RFID KA I AT 24 i W72 A B R A B 25 28 ) i fe
WERAE B3R =20 R R A SR CHR /s AR i AR 20 & i
NS SRR AR I 2455 D, A7 R00kE B 1 BC 25 iR

ST PR _E BE 4PN 538 245 it A Ao N 25 W iR D Tk, S
KL 1T ] AR 4P 1 7R AT DA 24 J26 G5 RY) 24 it IF, g i 152 B
2h 1) RFID FREE RS B9 RFID ity (s8R sh )7 ) 5 B
TR AT O (I T FEZR I b T5 A2 s R ) |, LA
S AR By A5 XL, QA —J5U{E R AN DT K
i ARG T IRIR 2R AR . AMUEBERE , 722 WA
FTRLWE B e i 4 ik 2, SCik [ 12 ] st 7 — A A
RFID il Sensor #2251 iCabiNET R4E. % RGAERK F
FURMER AT 3B e B b W oR T IR 0y 2 5 24 Pk L 2Y
sty 2 IR AR BSR4 5515 SRR R P, B AR I B
Sl N B BEAL TR RN SRR P IR
P TE) R0 5 A0 1) 2 18 ) Q2R 1) Wz 2 I i) R G R 25 4 i
BF,
1.2 RPN ENIE

IERR IS (telemonitoring ) 15 KE 47 B (home health care,
HCC) AR WX 0 2 B0 2 07 Wl 375 2 £ RSN
S 2k, E AT JE T AR R T A R, AN AT S G
WSN H AR, A3k H 5] AT 448 9 ( body sensor network,
BSN) 1 JEWIEIT AR RN 2% ( biomedical sensor network ) ] ay
TOLRARIRAL S (wireless body area sensor network , WBASN &,
BAN) "™ A, SBR bR A 2 BB RO A SR e R
BRI LE WL AR IL R IR — AN TCL R 45, 2Pk R iy
TN S RS

BT IR I E A B A W B R AR BE P BV 2R MR

PRI )L s Ui g S ik
TEZBE N EARRRR AT & R H R

JE W 1% A 4% Mercurylive ™ RJG 5 AR BEREE Wit ARJ5
o KA WE 5 R 5 HIPGuard ™| 7 (i R W2 78 (e
FEf{d 248 MOBiHealth ' JE T35 Méﬁ‘zﬁﬁﬂﬁizzﬁjﬁi%”ﬁﬂ"
R4 MHMS ™ | — Fi FH T felt B 4 0 1 28 R A 2 T L
streaming video 1E4 T A4 372 2 (8 B 3 fﬁﬂ[m VEFEEEIT P Code-
BLue 51 H > &,

AR I I AR (1) R W R R B 7
NI E SR F A 2SRRI I R (73 YRR
B A B RIRAE AR AR RS Bk 2 FR

1) B2

FE A AR S AR A M B G B A B S T 7R 3
WAE 8 ARIE R SN IO, 7T A AR




%13 ar

& BB BT AR AT 8 R « 3

AL IS 9 45 (implanted sensor) ZEFHTE B R [ AUALRRAS T o5
(wearable sensor) FI7E B4 Ji] [l 25 B ARAR (4% 35 17 FH 1R
S AR Sl AT oA 1 ) B B3 4% 86858 75 5 (ambient sensor) =
He, MGRER Y RUITE M I N ARAE 5 53 S e S B A8 A 3
G (AR P O H PR LRI | AR I A A AR S (AniAs
T ML) LA K AT S A0 4F 15 5 (A MR 3 A fin e 2 )
=2,

2) f& k)2

T GIMR I HATIEF , I A7t RN 2 WS R 1) %K
I, TR BEAZUSORI 537 3k 0 VBRI | O AT TR0 1 JH P
¥ AL ZERE T LU IR 2 M 4 Bluetooth | Zighee  Wi-Fi,
W] LU ISR M4 GSM (GPRS 3G,

3) W HE

FEFRARAE A IR 55 (s 4 0 S 0 A B S A B
IR AR L Z00 I AP0 R 1 (B FER DL ) 9 3B 5
T | B 4N GRS AP RS G B R e AR 5 1) 46 ) e AR AR
55 e SOHLANER I 2% BLAAA 455 B9 7 H0HE PR IR 55 | B2 T 3 5545
PR S5 #% A AL RIS R BT A ik a4 T-HLA PDA 16
PR & R RS 2l 15 2y , I BE AR AT R4

BAR | R IR

ble sensor A:ambient E(g}

B2 ST YIBRIEA B e
FRRE T TRIE IS

1.3 EFEEK

i 9 R 2 8 s B R A T 5 e 4 L5 B R 46 HIS,
HIS By K fff FHEAH P B P St T — SRR FE A0 15 B AL, (X
R4 HIS WA RZ A LAY T, YT 5 B AN TSEA S
BUEEE AW A DR — AR Z AR Al ST A
i HIS MIVER R #2581 129, Pk B AR UL 235 7] # 3))
P A RE 5 (SRR s A IS 28 Ik T 30 28 )= PR fofF e i i
B AR = R A B KO R IR 55 g

W B ARAE TR A — AR 1 2 A Bl e T,
TR UTEL R B AR AN RFID e 2 | il i % F 2 e 8 T4
B s, R s I — 2R B A BB LR B R i L
FEANTG TR BT IR R S5 25 S R I i R g7
HEAL, ST LS B A HIS RGN, SCRK[ 31 ] 5t
P T — A E G RFID F1 WSN AR, i Bk & 2 a1
2 IT it i 2 B 2 AR P F 1 2 pnd) HIS 42
), B —E AR

K FA I 45 AR 1 RS 3 < 7 e RH 08 SO G i g 5 i e
LSRR B YT A% B (5 Sk, LA T2 R G A:
Bt 2 GE AN 5 THR AT 38T

D2 R/ SE0% 8 EST

(G 1S TRARIZ 1 58 1 R R S HEBART I 3830
2H B ()R 2 A o B ), DT 3 38012 v WA s i B 1)

d sensor W

VRITHEE kR Bi 2, 456 HETER R HIS R4, SCHk
(3242 T — I T WM B AR B T2 AR AL 7 %8, FIH
Pk i RFID HL 55 26 A LALE BE 4P N B3/ A B A5 A X
PRAT [ IF L RFID AR%8E A BERITE R 560 R 15 T LISR M B3R
P 5 S 1 AR AR 22l . BRI 3 FR,

B MRFID 7.5
e e
g PR

1! LED it B it i2 BIFF
< -4§ﬁ§k§£mmm@ﬁ§mﬂu
D TFALR AR 2
= Reader 15185

! S

{1t W
S5 5 P BT ED
[l RFID bR

<
| TTRRT
[ 25 — R By

B3 ETFYHREARNER 2R
DB RGBS YT
e s, AR s E RS SRS, Tl Wi-Fi ( o2k
FAZEGIE ) T 2k B0 A 1) i A3 9 D7 408 A& 4 = 11
FRB shZesit 1 U A SE 5 1 HL T8 D 8s . Ak, s AR e ]
LR R A TF BT RFID A F 38, 765 PC % 210
RFID B2-R4% LAl o i 58 4 H ik F B 5 b 8 2500
TG O, AT 22 R VR T T 28 o AR LSRN -, Sk
[33 )42l — A ERERS 211297 R 40, B H RFID 9 /B B3 U7
BN N AN R €T S A EY AN E o RS oL 08 s R E|
A R G = R AR, BOESEEL T AR ST RS RS Bk,
It AR PPHE 7 1T, SCHR[ 34,35 | #9153 T — RS sh 97 T Y
PHLZE HARSER R 4 s, PR AR IUR
HAMEL Y REID iy (5 8., FRARYE RFID Wity (5 8 0 13 T2k M
4 A S T B TR R VB IR T 4% B Gl B ) 2 i i
BRI T A ., B0 B T T T | R A A AAE
{58 HZE B MIAYTE B AR, S T sha Semt 4 B 55, 1
16T I R B
"D . a
BRFIDIFE M

8

WHPDAM D+
KERAP
th

K
Ceds

B4 BT YBRRER A R
1.4 S¥aeE
Bt T SRR SR B IR S IR R I 2T O T L 4t
SO YA TE SR E LGRS N A5 R
M £ 2 Ry it [ Ay ), b S 2okl =0 et 5 1A
RFID F1 WSN FiAR 42 T — Rl B By 7 Sk,
SBR[ T T —A S R 4, il ad i RFID R4~ 77H

4 RFID

<
o (Wi ERAT 1A




. 4 s M AR

%29 %

PSR GRS AR R, O R B2 B s 2R b0 i IR 552 1 B 4
W AR B A AR BRI T RO . B N SO 2 S R B T X
AR T LA PR, AT3E S PDA BEIRUR 9 RFID BYT7 R AE L,
WU R A Rl A Y A O™ Rk R
L, BR TSR, BE Al ik PDA 8 8 A
EY SRR R oA TRe N S I A DB S W ves Sk
IR GPRS W48 Ak 45 B e , (A5 = e 78 56— B[] 1 fig
BRI IO ARFIE S AR 42K A [l B2 B i1
P55 B g 1= AE AR R A 1t FR R DR AT, A T A RO )
P T ERE 2 RRCR, SCEk[36 ] BAR B AR 2K R
g8, AR 5309 T A LG, i #8 vh B2 AR AT f ] PDA
X N S BOHTAR ORI ] SRR 1 DLEA 70 5%, 3 T i R
AR SRR 42 Fa A A RLA 0 S O A% i 30 1 e o
UM EIZ BATT, 5 ANA ATl L TEZR cell phone 5 57 BT &
FIRRTE

TE 1.2 9 E2 S B R M4 , W A S o B oh A
RF, QAT AT B o g RS A 3L 3K i O B ), S e AR
PHIARA HARTAE, SCHKk[ 37 ] B9 PMMC ( portable medical mo-
nitoring computer ) ZCFR Wi RGEAE W B AN R AR I 23 % 11
iz, B AR AR I3 07 %) W 45 AR 3 GUIL 52 I 31645 1Y
A BESREAE Fe FTE NZ R BB RE AR RO , 285 AR
RGATALA WX G 58 K R AN BB U o7 B R e A = R R
YT 2 e T 2aREeR,

FHEET3CHR[9,36,37 [ #2 A 2 BOR 48, SCHik( 38,39 1418
SRR = B A 0 2 T A 2R RIS Ry BR T A
Hu(TT) B K BE BTN, A HG A b (T ) A R BT A
(i) BEY7 A R BURN BT A A (TR AE (A
() BEd7 R BN BT A A ( TAERR ) A SME R A=
I BB  IMESE T4 I SR FAATS SR T4 b i 12
Wt Tt 7 R 1Y) 56 3R, e R B B2 b A A 43T mT P 1% B2 T %
I, HAGAMME 5 PR,

FEs5 ETFYHRNERNBERZEESMETEH

1.5 TEEFSUESREME R

1) Y7 A IR 45 P

TP A w S M s s, PR ahik&mn
PLE AN , A7 B AP 50T 6 AR 1 e ) 2 2 8 Lt D) for
B SCHR[40 ] R WSN AR S0 B B R R sl s it ik 17—
AERERE IR G, KKAA A T B 1A R fa), FLrb Bk 25 e 5%
B gs BB S E T I B Bl 6 T R Sk

(41 ] "R R BT B SRR B 1 3h iR 3 A5 3 2R 40 U 1
P RSB MR s i, Horh B 5 30 #% L ARKTA RFID ot
Fr DU R BB A8 (7 B SRR AP RS B AR T 5%, ANME
EGL TS AR A T AR Y Bl , T ELRE G TR S
ISP AR S Y BT 5L HOh AN BRI A R AT I 2 185 5F
(RIS

2) BRI R A B

K RFID £ AR T AR s F A4S BT B3 B 2 (i X))  Fib
26 Bk HRE LRI o] NI B SR R v, AR SCER[33 ]
A2 {5 AT 6 N HER, 42 B RFID | GPS  GPRS AU G %
SRR B T At BT R Y IR R G WS 4595 RFID
EHARG MOz 45 RFID f 7 GBI R S8 AR 42 R 5L GPS
WEE G 2 SR B I R 40 REFID BT IR MIFE Rt 2 48 Wi
PO AT AT 5 B - 5 AT R GELH Y BE 7 dr
WA R G, ST X BT W HA B A A4 S AT A
A BRI 4%

3) BEI7 AR LR A

FECZZLR ClearCount BRI 5522 W) | 36 IR M iy
SRS RIRIPG ] 1T MRS58 46 e J5 O & s B B 0 A RFID 08
T ARRIRRER (252 204 AR AEY) i, AR PR el 7
FEORUE T ARG AR A BT it (8 T4 Jde 4 B 1kt TR %
JE WSS R v BRERF AR T DL S A
HFARPEYEEA B GUREL 32 RFID KR iE sl A Tk
AR R AITE s TR B IF IR FNZ5 A S [a] | 75 ik
AR EY R TAEFAR T E

4) I A g

R FH RFID 2 AREA T MRS B, TC T8 2 7 I 8 o 30 S 1
VA BRI B B B B i I, B — 4% _F Y RFID Fr4%
SEIXAS M A ME—Ar i, 10 5% T IZ MR Y A R A R i B
IR (1R: 4 DTN 28 AN =g i n TToR5 ¢ 1 S e i i
i, T RIGT MR A 2 5 B A e ik = DR U 80 T Il RS
g B T ILARRCRE, SCER[43 1T kit 15T RFID 4%
AR L PR ER B R T, BAT MR 4R LA 8 | VAR
VLR PEAFAE S | VR A B | sl 00 o, o e 3 45
FHIIRE, SCHR[ 44 |42 1T d i il i 8 Ao F v BRI
R L VAR TR B 1 R RS TR 14 LB T A bk U AR
{5814 RFID FRAsh , A Beil g R > 2R ik 72 v il v 2155 0
FER A IR, JRL I b AT S 380 94 1l VR0 B AR B e Ty =X
IR 2 R B

5) R NGE AL R 5

P e Hops AR S P R R o A P o7 5 BRER A
GEpE RGP LN B, SCHR[45,46 1 45 Hh T A7 5 B ER
FBEA SR A A B EARIEL RFID AR%E Tag, B2 e b 1
KA O #RZE5E REID P332 %% Reader, Field Generator 78
TEAGRERIN AW R BHE  , HFITER A& B Tag #2IF)
Field Generator & 3 [/1{Z 5 It} , Tag WL e L S R Field Ge-
nerator 25 H:9 1D 5 MRIEIXAS ID 5 AL Tag PN A=A
AT LAk

AN EFT R ] WSN H AR XS AT B s N #4748 3, Jiad 7E
993 135 DAL o RT3 SR X 4 Lg AR 175 485y LA
ARG i s RPI C 3R EAE D RE Y TE AR AR T U2 RFID



% 1 aw

& BB BT AR AT 8 R « 5

FRag X AE AT AEAS SR AT Sl AT B 00 T X HAL By AR
PRREARIEA T W (5 T SOS M R 2L | DA B AR 4
T e R 0 SCRR[ 47 ) 4 2R 23 A AL TR R 458
XA N T PR AR 218 1 wet sensor AJ Wa il £ FLIE A5
PRI ; SCHR[ 48 ] 4 W 45 = 48 3 3ok 765 AR Sk 22 %€ bend sensor
W N AR 1k H AR SCRR[49 1 W43 i T — AR T
WSN ) B e HiiE e 3 A BT 07 58, 8 T4 I A 280 M 4
FEEEA
6) BE R f4 e il
BEBEAB gL R B N BT 4 M a2 S HE A B R 5 R g, R
FEUrZ BN RSN B M (HARREA R IE . R
AT N TAERLRG N, e A EE R A G AT R
QPETTLAE 0 D I S SE AR AN IS, BT AR O, SCHER
[50 ]I T — 2T WSN (BB el 240, I B iyt
PG R X AT R A B, R Gl =T &
G, BV 7 R G i I T RGEMMRHE LT R 5E
NEE T R G A5 T T A He bz hom T 1m0 b i+ &
A AE R B WA A P80 ARHE B T RS TH T ]
JRFYE T R R R B, ERGESTEN (BEA P
T A BEHCBESFIRA HUE T ) MR (5 T RS ) iX L
TR b 2B AR IS i, A PR AR s Tl 2 s Hefin
ik RS BT IR L SR AN B A R AR A LA 2 A%
SRR 1 ISR B 1R B AR B AR BB b RS
O 5 HUIE AT LU, IRV RE , RGUR25 i
T HABR G, I RGEATEN T LEE AT R s
i, A RO T R BEfE YR

2 WIERM AR TE EST USRI R IR

BRI B A B2 7 U A 1 FHBAR , TR B —
We A (T BT RIS DL B T (8 205 B Ik I, A ol B2y 7
PR IR A7 (BIXTR  FRBRAE N AR las ) (K (RIME
SECH. RE SO G R ATIET al BL S AT SR ) R CEIR
e, AMUEETFILA Y P 2% | b 50 3 TARMERY IR AR ) =4
TTHRERE . I EEBE R RL AT A R B AR T P
PR DX 0T 12T RE I AR 19 B shif T B A
I R R SR SRR, iR SR TARR AR =
SRARG P ) 2 T AR A i 35 b DX X A e ME LS ik L IXC
BRI FoIEM BRg IR R, h [E TRE e e L A A P UL B 1 T e R
WK LS, 358 A J5 BRI T AR ) FE 0 ] = RE XS A A e £
TR HEA T 190 2 A L 4 T PR K IO e A BRSS9 1
L FRRACHE A — A LS Dy SR A X By 7 AR, /v =
A LRI AT ke, BRI I A 1 7 e
MBS BTSN — A2

SN, B T 2 DU IR B2 e 58 73 1 G841 e 1 -
AR E e — N (EAE WA ) F1e—97 (BET7
RS BEAT 2 e WUk OB A AR AU FT 3 9k o4 I e 4321 5
[, 205 AR Z 21 00T o A Q3R ) BR A2 7 [ A AR ST
PR R AAE BT 7 QU B, B T — RS CR . BAR
W

a) LATCEAR B AR S RE R, £ 11— R 48— A B =

Be bR RS2 S AL BT 10 A% R R I 26 22 (3 BRI
e TR O B T R 45 R TR AR 13 B e 4
BRI R A DU — PR R RS, IF RSB T R R
215 BEMER TR IS | T B S B AL YT T A 25 T
BT o3t F R S e A A | BT A 57— o 2 () 4 )
i) 427 6] B ey TLAE IR 45 it

b) FEMITE AR A G RS AR A5 TE M — A L (5 B R
SE BB AL — R AL T S SERIRAL 1 , ELAT B 47 b A B
TR PRI ST RER RN 5 R 2 5 A A A B R A A L
TR PR 22 7 A TS T B 10 S W 92 5 0 I (s A 45 4 1)
I PR AR BT A

o) T I AR 5 A I I 7 ok v 3 fd R
IR BA BE SR IUNRE R SRS B EE
A T I B D Y 2 A A ) Rl 1 I T S R B
B R IIE 6 BTk, JEHE A AT A R A
TR PR AR 2 | R AR MR TS bR IR 2R | BB BT (e
RIS B Wi s tE AR mE RIS S
DY B L s BN 55 TR R Sk ot — L BT
W AR A 3 BT P e 1

Y] —

[oa] o

EEEREE

Razzd)
Fl6 TR AR R BT R B AR

3 BEFHRAKEEE

3.1 EEEFTLHME R RGER A B R

IR 0 A I U 1 7 FH AR e o TR RN
BB, TR EE 2 HAZ O HOR Es 7 M 2614 )22
3Gl F I ) A5 B P 2% 15 it e s 2 7ML 5 oK, R G BEEAE
TSP T ] BT AT AP ORI R BB X B AT
Mr TR R AR SRR N2 AR UEIR R BEBARFE AT 1Y
MR ASRUE , B W RS TAT I A 6 HAR AR g brak A
FRIH A AR PR W2 A LA T, N, ol s yT
WA TR/, PR BEAEBERE IR AR T A i T A
R AR PR ATCIEAR S . H AT, o i s R EEBE )
22 [E{E BHARPRUEMAAR 22 51 2 AL I I 28 bl T AR 2H 52 1
T T BT A% B IO 4 7 o P 2 B AE S RSE O
FEAZ T[] BT A T M 006 ) SR e AR TERIF T A
3.2 EFTSusiER M R R [ R AR K 5] /R

HAL 903 DD A2 T P v 1) (28 IR e, |l TR T
TEDIR I PREE T, 10366 P H AR S 30 B2 705 B AL i S B 2 7%
BT, BT LAk LA i 5 AN R AR G B2 B 5 B &R 48 HIS
BT I3, B DI U 2R S < RS sl D, SCIU A8 RFID B2
T R7 8 PIC F ( personal electronic record identity card)” (3] .



. 6 s M AR

HFEIIREN A R AN FEAG B (w4 0 A e
W RS AL PR RS T S RS SRR ) AT A5 B (i
R SRR R R IR A5 S, 25 Wi B ) Y
Titit R NFES Fstis g 5 HEE (B AP (5 8 O DT ) 1Y%
A BEAN GO D7 At H (Ao (5 48 2 T R 1A 4 £ X i
PR ) (EA TR IE A (S5 B R s s ) W A2
ITHOICSE (45 A R i TS A i N BB s 00 5

PRI DR, B 2 7 A 6 T 4 AR A 98 20, E T
FAEBVF 2 08 Rt — B A 5T , AnAE A 5T CR AR RFID
R AR AR AL 20 AR A (5 AR
K, BRB R AAAENTT) s R A = (2 5e = B
FRARSG HIS TR DI &R XML A% =X, mi7EP B W~
MRS Bl DR A 286 ) B BUARPE (R & BT E Bl
IR 55 245 26 PRV T A B3 8 SR A7 ok e 16 T R4 31 114 PR Y 7 4K
B, SR FRAT A o3 2 A KA B i SR, LA KSR P AT b £ 4
AT FX BRI ) 55
3.3 BEfTSUsPnEL M AR = £ F R FA R E] &

PIBIBR T HLA LG M 45 1) 28 A AN A 7= A TR 4
SN, Qs DA TR A B RIS s 1k AT e |
SEREME | LB R 2 FERUR BEHEAT SR AR B 45> iy
ByFATl b AR g i, AR P AT Sl
YIERI rR RFID AR%5 DA 22 18] 1) JO 2k 18 15 4 I A 2 B 2
ELETRE b RFID bR b isids & (5 B, BUE R pifs B &
GERh PR L , X A0 43 B ™ F R 0 5 A0 T T A R
FREIIE R T A FEASE B A2 (5 8., X0 s T Ak
WA PR AR UE R 22 4 | 75 DT 23 BT N S aE
Xt I e A At AN R SE IR, A5 T 5 B R a) BT IR TR R
FAeaET e b) B kAR iE VIR, a5 R BT B o iR g A
WTRFE XA T ) 38 4 A A A 0 FEAT AT G L T, R
TSR AZ AL N A RESEA TAH SRR BB, LA G s I B 7 A
S F 4 B I, 3t T B A I R U 4R SR SR
el E SN

4 LEFRIE

WK B ARAE PR 7 45U B4 10— B 32 IR N A )2 %
TEo ARSCURAITHE T PUHR I E AT B2 ST Y 1z FH AATF 5 2R
AR T BT U IR R BT A R PR SRR R, 2B
WA WK 7 By 7 U R 42 8 0 P i s g 2 ol [ A b
W22 L RTE MM TT T ARG SE , A XA R
NS E 22 4 AR BRI T IS5, IR JE b At 2 1y
CREEYT TS B R L R KR, R —2,
B A DA 7 U R I R R D AR S TR A T 6
X RS Bl L1 D 915 AR A A s R TTAR OGRS,
A TR R AE B2 7 T A 7 B 1R 512 R il

SE WK
[1] Ef%. #BERERFLEE[I]. &FalF 5% FR,2009,
23(12):1-7.

[2] o, 0 T8 HENEXRDESAB PO RERAHFLL]].
B Ak 22 % L% ,2005(5) :50-51,40.
[3] #F. EXRBEIEH EPC MAMMAL]]. Hiifti,2004,27

(11) :76-78.

[4] AL KAR ZE ATHERAHERABIRFRENR
[J]. #h##+4#,2007,26(5) :104-106.

[5] Z%4. KT RFID 89 % AA GURIZA 25 % 05 th 5 % 22 89 5F 50
[D]. #é&.h &K F,2006.

[6] PHILLIPS T, KARYGIANNIS T,KUHN R. Security standards for the
RFID market[ J]. Security & Privacy Magazine ,2005,3(6) :85-89.

[7] LU Kai-cheng. Computer cryptography[ D]. Beijing: Tsinghua Uni-
verstiy, 1998.

[8] WHEELER D J,NEEDHAM R M. TEA,a tiny encryption algorithm
[ C]//Proc of the 2nd International Workshop Proceedings. [ S. 1. ]
Springer-Verlag,1995:1-3.

[9] RBERR,Fm, IEB,F. HEMZEBEHR(M]. LT AR
Wl v, g AR, 2010.

[10] LOPEZ-NORES M,PAZOS-ARIAS J J,GARCIA-DUQUE J, et al. In-
troducing smart packing in residential networks to pervent medicine
misuse[ C ]// Proc of IEEE International Symposium on Consumer
Electronics. 2008 . 1240-1247.

[11] 4% RKERLEEENRAHNER[]]. EFEAER
% ,2007,28(6) :40-41.

[12] SHIEH S C,LIN C C,YANG Tai-fu,et al. Using RFID technology on
clinic’ s pharmacy operation management and development of intelli-
gent medicine dispensing cabinet[ C]// Proc of IEEE International
Conference on Industrial Engineering and Engineering Management.
2008 :2006-2009.

[13] BAO Shu-di,CARMEN C Y P,SHEN Lian-feng,et al. Authenticated
symmetric-key establishment for medical body sensor networks [ J].
Journal of Electronics,2007,24(3) .421-427.

[14] SHARMILEE K M,MUKESH R, DAMODARAM A. Secure WBAN
using rule-based IDS with biometrics and MAC authentication [ C]//
Proc of the 10th IEEE International Conference on e-Health Networ-
king, Applications and Service. Washington DC: IEEE Press,2008 .
102-107.

[15] POON C C Y,ZHANG Yuan-ting, BAO Shu-di. A novel biometrics
method to secure wireless body area sensor networks for telemedicine
and m-health [ J]. IEEE Communications Magazine, 2006, 44
(4):73-81.

[16] PARK C,CHOU P H. Eco: ultra-wearable and expandable wireless
sensor platform [ C ]// Proc of the 3rd International Workshop on
Wearable and Implantable Body Sensor Networks. Washington DC .
IEEE Press,2006:162-165.

[17] PARK P,SHIN Y M,BYUN H Y,et al. Preliminary children health
care service using ubiquitous technology|[ C|//Proc of the 5th Interna-
tional Joint Conference on INC,IMS and IDC. 2009 :1053-1057.

[18] GUO D G, TAY F E H ,XU Lin,et al. A long-term wearable vital
signs monitoring system using BSN[ C]// Proc of the 11th Euromicro
Conference on Digital System Design Architectures, Methods and
Tools. Washington DC:IEEE Press,2008 :162-165.

[19] LIN C C,LIN P Y,LU Po-Kuan,et al. A healthcare integration sys-
tem for disease assessment and safety monitoring of dementia patients
[J]. IEEE Trans on Information Technology in Biomedicine,
2008,12(5) :579-586.

[20] CHEN B R,PATEL S,BUCKLEY T, et al. A Web-based system for



%14 &, F IR R A E ST AR A SR o 7

home monitoring of patients with Parkinson’ s disease using wearable
sensors| J ]. IEEE Trans on Biomedical Engineering, 2011, 58
(3):831-836.

[21] AZIZ O0,LO B,YANG Guang-zhong,et al. Pervasive body sensor net-

[

work: an approach to monitoring the post-operative surgical patient
[ C]// Proc of IEEE International Workshop on Wearable and Im-
plantable Body Sensor Networks. Washington DC:IEEE Press,2006 :
1-4.

[22

[

ISO-KETOLA P,KARINSALO T,VANHALA J. HipGuard:a weara-
ble measurement system for patients recovering from a hip operation
[ C]// Proc of the 2nd International Conference on Pervasive Compu-
ting Technologies for Healthcare. 2008.

[23] CHEN S L,LEE H Y,CHEN C A, et al . A wireless body sensor net-
work system for healthcare monitoring application [ C]// Proc of IEEE
Biomedical Circuits and Systems Conference. Washington DC:IEEE

Press,2007 ;243-246.

[24] RASHID R A,ARIFIN S HS,RAHIM M R A et al. Home healthcare
via wireless biomedical sensor network [ C|// Proc of the 4th Interna-
tional RF and Microwave Conference. [ S. 1. ] . IEEE Press,2008:511-
514.

[25] MobiHealth project [ EB/OL]. [2009-08-20] . http ://www. mobi-
health. Org/.

[26] WU Yu-chi, CHEN Pei-fen, HU Zhi-huang, et al. A mobile health

monitoring system using RFID ring-type pulse sensor[ C]// Proc of
the 8th International Conference on Dependable, Autonomic and Se-
cure Computing. 2009 :317-322.

[27] LEE Y D,CHUNG W Y. Wireless sensor network based wearable
smart shirt for ubiquitous health and activity monitoring[ J |. Sensors
and Actuators B:Chemical,2009,140(2) :390-395.

[28] FISCHER M, LIM Y Y, LAWRENCE E,et al. ReMoteCare ; health

—

monitoring with streaming video [ C]// Proc of the 7th International
Conference on Mobile Business. 2008 :288-286.
[29

[

CodeBlue project [ EB/OL]. [2009-08-207]. http://www. eecs.
harvard. edu/ ~ mdw/proj/codeblue/.

[30] T4 £, T4 EA. RXM BSN &9 5F 50 3k Z @16 a9 Bk []].
P EIHF R 5 X ,2010,47(5) . 737-753.

[31] CHOWDHURY B,D’ SOUZA C,SULTANA N. The use of emerging
technology to improve the performance of health service delivery
[C]// Proc of IEEE Region 10 Conference. [ S. 1. ]: IEEE Press,
2009:1-6.

[32] AWt HHERMENSARBEACTGEA[]]. EFSHHEH,
2010,26(10) :978-979.

[33] kAL, HER Fere#AFHFEdA[M]. KA. LG
AR R 2010,

[34] H44%E. DHFERNBREERFVPERZG PO EA[]]. $AERIG
JRZe % ,2011,8(2) :196-198.

[35] £dr 2% 5k 4. AT RFID W RZPHEZE AKEITS FR

[J]. E#51¢,2009,30(2) :56-57.

[36] XIAO Yang,SHEN Xue-min,SUN Bo,et al. Security and privacy in
RFID and applications in telemedicine [ J |. IEEE Communications
Magazine ,2006 ,44 (4) .64-72.

[37] SAX C,LAWRENCE E. Point-of-treatment ; touchable e-nursing user

—

interface for medical emergencies a portable e-nursing medical infor-

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

mation system-approach [ C]// Proc of the 3rd International Confer-
ence on Mobile Ubiquitous Computing, Systems , Services and Technol-
ogies. 2009 :89-95.

TURCU C,TURCU C,POPA Vet al. An RFID-based system for e-
mergency health care services [ C]// Proc of the 23rd International
Conference on Advanced Information Networking and Applications
Workshops. 2009 :624-629.

KUO F,FU C J,LIU Li,et al. The implement of RFID in emergency
medicine[ C]// Proc of the 9th IEEE International Conference on e-
Health Networking.2007:125-130.

KIM K,JUN J,KIM S et al. Medical asset tracking application with
wireless sensor networks[ C]// Proc of the 2nd International Confer-
ence on Sensor Technologies and Applications. 2008 :531-536.
REM. RFID HAEEFAT LY R AAL[)]. EFHLE,
2007,20(1) :3-5.

Rz BARAE RN F. RFID R REEF X4 TR T B
AFFE[]]. PEER,2010,14(8) :5-7.

Fh ER GEF F AT RID AN ARFTRALAHRTS
FA[J]. ST B ,2006,42(23) :168-172.

ABARCA A,De La FUENTE M,ABRIL J M, et al. Intelligent sensor
for tracking and monitoring of blood temperature and hemoderivatives
used for transfusions [ J] . Sensors and Actuators A: Physical,
2009,152(2) :241-247.

HUANG C L,CHUNG P C,TSAI M H,et al. Reliability improvement
for an RFID-based psychiatric patient localization system[ J]. Com-
puter Communications,2008 ,31(10) :2039-2048.

TSAT M H,HUANG C L,CHUNG P C. et al. A psychiatric patients
tracking system [ C]// Proc of International Symposium on Circuits
and Systems. 2006 :4050-4053.

WAL A A P,FOOK F S,JAYACHANDRAN M. et al. Implementation
of context-aware distributed sensor network system for managing incon-
tinence among patients with dementia[ C]// Proc of the 7th Interna-
tional Conference on Body Sensor Networks. 2010:102-105.
MANOHAR A ,BHATIA D. Pressure detection and wireless interface
for patient bed[ C]// Proc of IEEE International Conference on Bio-
medical Circuits and Systems. 2008 :389-392.

0’ DONOUGHUE N,KULKARNI S,MARZELLA D. Design and im-
plementation of a framework for monitoring patients in hospitals using
wireless sensors in Ad hoc configuration|[ C]// Proc of the 28th IEEE
EMBS Annual International Conference. 2006 :6449-6452.

PARK G,JAEHEUNG Y, et al. Suggesting infection causes monito-
ring system based on wireless sensor network for hospital infection
control[ C// Proc of the 10th International Conference on Advanced
Communication Technology. 2008 :642-647.

Rz B KW, F. REEBRBARELARBER T
ERAEZ[]]. PEER,2010,14(8) :8-9.

ER,EF AW F. DBRERABEARLE N RSB EREE 6
K1), P EER,2010,14(8) :10-11.

IR M L. BRI B AR B R SR P e 8 R AR
Z[J]. FEEF,2010,14(8) :2-4.

KRR R KA. HBERAEARAERESEA[]]. @R E k
AR B RAFR,2011,81(1) :1-8.



